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orm.Win32.AutoRun.eée 4. 07%
Trojan.Win32.TrashDir.c 3. 79%
Worm.Win32.Autorun.elc 3. 51%
TrojanPSW.Win32.0nLineGames.rxq. 06%
TrojanSpy.Win32.Small.bvc 2. 75%
TrojanPSW.Win32.0nLineGames.sdac2. 23%
TrojanDownloader.Win32.Agent.ugc 1. 48%
Trojan.PSW.Win32.GamesOnbnafet ~ 1. 35%
Backdoor.Win32.Hupigon.ctvk 1. 19%

TrojanGameThief.Win32.0nLineGames.sdarh. 08%

b ~ “O'Q"  2008-08 -4/28


http://viruslist.rising.com.cn/v.asp?q=RootKit.Win32.Mnless
http://viruslist.rising.com.cn/v.asp?q=Trojan.PSW.Win32.SO2Online
http://viruslist.rising.com.cn/v.asp?q=Trojan.PSW.Win32.SunOnline
http://viruslist.rising.com.cn/v.asp?q=RootKit.Win32.Undef
http://viruslist.rising.com.cn/v.asp?q=RootKit.Win32.Undef
http://viruslist.rising.com.cn/v.asp?q=RootKit.Win32.Undef
http://viruslist.rising.com.cn/v.asp?q=Trojan.PSW.Win32.GamesOnline
http://viruslist.rising.com.cn/v.asp?q=AdWare.Win32.Agent
http://viruslist.rising.com.cn/v.asp?q=AdWare.Win32.Agent
http://viruslist.rising.com.cn/v.asp?q=AdWare.Win32.Agent
http://viruslist.rising.com.cn/v.asp?q=AdWare.Win32.Agent
http://viruslist.rising.com.cn/v.asp?q=AdWare.Win32.Agent

0 © A A

Shanghai 30wish Information Security Co., Ltd.

2000 2° 4F ' 862151313030 80®20-5530
4F Building 2,200 Zhanghen Road,Zhangjiang, Shanghai 7 862151313033
I e’ f ’ . S i -
03 O e a ” n 2 HA
o ® Worm.Win32.AutoRun.eet

B Trojan.Win32.TrashDir.

= Worm.Win32.Autorun.elc

H Trojan
PSW.Win32.0nLineGames.rxc

H TrojanSpy.Win32.Small.bv

m Trojan
PSW.Win32.0nLineGames.sd

= Trojan.Win32.Agent.ugt

m Trojan
Downloader.Win32.Agent.ugc

Backdoor.Win32.Hupigon.ctv

= Trojan
GameThief.Win32.0nLineGan
s.sdam
7 - Jd @ 43 ®OQ : MS0837f MS08040 43 ®
o nrl L i7" eq 9 @ 43 O Tr i QA
MicrosoftWindows & A B e N 0o A
8 - A v G Windows 92 2
Y 10 1 - Tk a ¢cJu aA

b ~ O'Q" 200808 -5/28



0 © A A

Shanghai 30wish Information Security Co., Ltd.

2000 2° 4F ' 862151313030 808205530

4F Building 2,200 Zhanghen Road,Zhangjiang, Shanghai 7 862151313033
v 2 Q"
2.1 a

1 " f
Worm.Win32.AutoRun.eee [EEEELE 4.0
Trojan.Win32.TrashDir.c [EEEEE 3.7%
Worm.Win32.Autorun.elc [EEEELE 3.51%
Trojan - PSWVin32.0nLineGames.rxq [EEEE 3.06%
Trojan - Spy.Win32.Small.bvc [EEEE 2.75%
TrojanPSW.Win32.0nLineGames.sd: EEEE 2.23%
Trojan.Win32.Agent.ugd EEEE 1.48%
TrojanDownloader.Win32.Agent.ugc EEELE 1.3%%
Backdoor.Win32.Hupigon.ctvk A [EEE 1.19%

TrojanGameThief.Win32.0nLineGa o
A 1.08%
s.sdam

b ~ “O'Q"  2008-08 -6/28


http://viruslist.rising.com.cn/v.asp?q=Trojan.PSW.Win32.GameOL
http://viruslist.rising.com.cn/v.asp?q=Trojan.PSW.Win32.SO2Online
http://viruslist.rising.com.cn/v.asp?q=Trojan.PSW.Win32.SunOnline
http://viruslist.rising.com.cn/v.asp?q=RootKit.Win32.Undef

0 © A A

Shanghai 30wish Information Security Co., Ltd.

200" 2° 4F ' 862151313030 80B205530

4F Building 2,200 Zhanghen Road,Zhangjiang, Shanghai 7 862151313033

22 °

2.2.I" Worm.Win32.AutoRun.elc

I Worm.Win32.AutoRun.elc - J ' 2008.07

4 Win 9X/ME/NT/2000/XP/2003

TX3 6 AT
A ... JUKO = C:WINDOWSsystem32bmvkbd.exe
C:WINDOWSsystem32musz1s.@GiWINDOWSsystem32musz2s.dll
C:WINDOWSsystem32tpeglb.exe C:WINDOWSsystem32MuTemp.exe
C:WINDOWSsystem32tpeqlb.inf C:WINDOWSsystem32  .exe 3
U1 & e autorun.inf.inf ~ Ju4 bmvkbd.exe = 3

A 1 VR I 5 A

@ K JuKO °  C:WINDOWSsystem32bmvkbd.exe
CWINDOWSsystem32musz1s.dll C:WINDOWSsystem32musz2s.dll
C:WINDOWSsystem32tpeglb.exe C:WINDOWSsystem32MuTemp.exe
C:WINDOWSsystem32tpeqlb.inf C:WINDOWSsystem32  .exe 7 3

Ju4 € I - autorun.inf.inf ~ JU4 bmvkbd.exe = A

b ~ “O'Q"  2008-08 -7128



0 © A A

Shanghai 30wish Information Security Co., Ltd.

200" 2° 4F ' 862151313030 80B205530

4F Building 2,200 Zhanghen Road,Zhangjiang, Shanghai 7 862151313033

2.2.2° Worm.Win32.Autorun.eee

I Worm.Win32.Autorun.eée - J ‘ 2008-07

4 Win 9X/ME/NT/2000/XP/2003

S X3 6 A
A ... JUKO = C:WINDOWSCursorsBoom.vbs

C:WINDOWSFontsFonts.exe C:WINDOWSFontstskmgr.exe
C:WINDOWSHelpmicrosoft.hlp C:WINDOWSMediarndlI32.pif
C:WINDOWSpchealthhelpctrbinariesHelpHost.com
C:WINDOWSpchealthGlobal.exe C:WINDOWSsystemKEYBOARD.exe
C:WINDOWSsysg2dllcacheRecycler.{645FF040 - 5081 101B 9F08 00AA002F95
4E}Global.exe
C:WINDOWSsystem32dlicacheRecycler.{645FF058081 101B 9F08 00AA002F95
4E}svchost.exe
C:WINDOWSsystem32dlicacheRecycler.{645FF058081 101B 9F08 00AA002F95
4E}system.exe C:WINDOWSsystem32dilcheautorun.inf
C:WINDOWSsystem32dllcacheDefault.exeC:WINDOWSsystem32dlicacheGlobal.e
xe C:WINDOWSsystem32dlicacherndll32.exe
C:WINDOWSsystem32dllcachetskmgr.exe
C:WINDOWSsystem32driversdrivers.cab.exe C:WINDOWSsystem32regedit.exe

b ~ “O'Q"  2008-08 -8/28



0 © A A

Shanghai 30wish Information Security Co., Ltd.

2000 2° 4F ' 862151313030 80B205530
4F Building 2,200 Zhanghen Road,Zhangjiang, Shanghai 7 862151313033
C:autorun.inf C:MS -DOS.com ¢ Ju4 ¢ e
1 © A
a t

® IOr  JUKO °  C:WINDOWSCursorsBoom.vbs
C:WINDOWSFontsFonts.exe C:WINDOWSFontstskmgr.exe
C:WINDOWSHelpmicrosoft.hlp C:WINDOWSMediarndlI32.pif
C:WINDOWSpchealthhelpctrbinariesHelpHost.com
C:WINDOWSpchealthGlobal.ex€:WINDOWSsystemKEYBOARD.exe
C:WINDOWSsystem32dlicacheRecycler.{645FF05081 101B 9F08 00AA002F95
4E}Global.exe
C:WINDOWSsystem32dlicacheRecycler.{645FF05081 101B 9F08 00AA002F95
4E}svchost.exe
C:WINDOWSsystem32dlicacheRecycler.{645FF05081 101B 9F08 00AA002F95
4E}system.exe C:WINDOWSsystem32dllcacheautorun.inf
C:WINDOWSsystem32dllcacheDefault.exeC:WINDOWSsystem32dlicacheGlobal.e
xe C:WINDOWSsystem32dlicacherndll32.exe
C:WINDOWSsystem32dllcachetskmgr.exe
C:WINDOWSsystem32driversdrivers.cab.exe C:WINDOW $sys32regedit.exe

C:autorun.inf C:MS -DOS.com ¢ Ju4 ¢ T8
J Ty ) G 71 T
YJuo v 7oA A

b ~ “O'Q"  2008-08 -9/28



0 © A A

Shanghai 30wish Information Security Co., Ltd.

200" 2° 4F ' 862151313030 80B205530

4F Building 2,200 Zhanghen Road,Zhangjiang, Shanghai 7 862151313033

2.2.3" Hack.Exploit.Swf.A

1 Hack.Exploit.Swf.A Flash - J ‘ 2008-07
4 Win 9X/ME/NT/2000/XP/2003
Y a “dJu Flash O 87 G¢ J
0 A m Y Y T wm A
ol Le- i1 & A
a t
O X £ " O ‘

http://download.rising.com.cn/zsgj/RepairTool.exe

b ~ “O'Q"  2008-08 -10/28


http://download.rising.com.cn/zsgj/RepairTool.exe
http://viruslist.rising.com.cn/v.asp?q=Trojan.Win32.Undef

0 © A A

Shanghai 30wish Information Security Co., Ltd.

2000 2° 4F ' 862151313030 80B205530
4F Building 2,200 Zhanghen Road,Zhangjiang, Shanghai 7 862151313033
b a Q"
3.1 (OB a
(O )

MS@®B-037 | http://www.microsoft.com/china/technet/security/bulletin/ms@-037.mspx
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