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Уȁ ᾳ  

ת̆ ὤᶑ ᴐᵑ Ὧ ̆

 ԈЮΰ Ү ̆ Ȃ 

ü ᶑὯ ╘ ֒ 

ü ᶑὯ ╘ ֒ ╟  

ü ᶑ Ὧ ȁ ֒  

ü ᶑ ╘ ̆з н╘ ὤ  

2008 09 ̆‫ 08 ֙ѐ ₥︠ᴁ ̆ὲ

ᴿᵑ ѝ̔ 

Trojan-Downloader.Win32.Small.aacq̂5.73%̃  

Trojan-GameThief.Win32.OnLineGames.soyĝ4.85%̃  

Trojan-Downloader.Win32.Small.zie ̂4.36%̃  

Worm.Win32.AutoRun.lrû 4.27%̃  

Trojan-GameThief.Win32.OnLineGames.srad̂3.88%̃  

Trojan-GameThief.Win32.OnLineGames.srxm ̂3.53%̃  

Trojan-GameThief.Win32.OnLineGames.sqcê3.22%̃  

Trojan-Downloader.Win32.Agent.xqo ̂2.76%̃  

Trojan-GameThief.Win32.OnLineGames.spbe ̂1.28%̃  

Trojan-GameThief.Win32.OnLineGames.snxŷ1.02%̃  

http://viruslist.rising.com.cn/v.asp?q=RootKit.Win32.Undef
http://viruslist.rising.com.cn/v.asp?q=AdWare.Win32.Agent
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₥︠ ѐ̆ ‍ ֦ ὲ̆ѐ

ΰэ Ю ѐ   ᾱ ̆ ᵑ ᴐ Ȃ 

 

8 ֙̆ ҩ 11э ὤὨ :  MS08- 041⁮MS08- 051̆ 11э ὤ

Ф 6э ѝľш Ŀ ⁞̆ 5э ѝľ Ŀ ⁞̆ ҾὨ ᶢ

ҩ 11э ὤ ̆‍⁞ Ὧ Microsoft Windows ѐ Ȃ  

‾ Ҿ ὡᵩ ὤ ⁸ Ȃ ԏ ᴳ

Windows ᴐ ₂ УЮ ̆

ԏ ᵏ ᾱ ҫԈ ᾱȂ 
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үȁ Ὠ  

2.1 ᾳ 

   ‍  

Trojan-Downloader.Win32.Small.aacq  ǼǼǼǼǼ 5.73% 

Trojan-GameThief.Win32.OnLineGames.soyg  ǼǼǼǼǼ 4.85% 

Trojan-Downloader.Win32.Small.zie  ǼǼǼǼ 4.36% 

Worm.Win32.AutoRun.lru  ǼǼǼǼ 4.27% 

Trojan-GameThief.Win32.OnLineGames.srad  ǼǼǼǼ 3.88% 

Trojan-GameThief.Win32.OnLineGames.srxm  ǼǼǼǼ 3.53% 

Trojan-GameThief.Win32.OnLineGames.sqce  ǼǼǼǼ 3.22% 

Trojan-Downloader.Win32.Agent.xqo  ǼǼǼǼ 2.76% 

Trojan-GameThief.Win32.OnLineGames.spbe  ǼǼǼ 1.28% 

Trojan-GameThief.Win32.OnLineGames.snxy  ǼǼǼ 1.02% 
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2.2  

2.2.1̈Worm.Win32.AutoRun.lru 

 ̔ 

… ԈЮ ֒̔ C:\ windows\ load2.exe C: \ Program Files \ Microscft 

Common\ wuauclt.exe э … autorun.inf Ԉ system.exe ֒Ȃ 

ᾱ ̔ 

╟ :  

ὡ ὤ ‮ ԈЮ ֒̔ C:\ windows\ load2.exe C: \ Program 

Files \ Microscft Common\ wuauclt.exe э Ю autorun.inf Ԉ

system.exe ֒Ȃ 

 

 

 

 

 

̔ Worm.Win32.AutoRun.lrû ׆ ̃ ̔ 2008.08 

̔  ̔  

̔ Win 9X/ME/NT/2000/XP/2003 
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2.2.2̈Worm.Win32.Autorun.eee 

̔ 

   … ԈЮ ֒ 

C:\ WINDOWS\ system32\ com.run 

C:\ WINDOWS\ system32\ dp1.fne  

C:\ WINDOWS\ system32\ eAPI.fne  

C:\ WINDOWS\ system32\ internet.fne  

C:\ WINDOWS\ system32\ krnln.fnr  

C:\ WINDOWS\ system32\ og.dll  

C:\ WINDOWS\ system32\ og.edt  

C:\ WINDOWS\ system32\ RegEx.fnr  

C:\ WINDOWS\ system32\ shell.fne  

C:\ WINDOWS\ system32\ spec.fne  

C:\ WINDOWS\ system32\ ul.dll  

C:\ WINDOWS\ system32\ XP- C1FCF8C1.EXE 

ᾱ ̔ 

ὤ Ю‮ ԈЮ ֒ 

C:\ WINDOWS\ system32\ com.run 

C:\ WINDOWS\ system32\ dp1.fne  

̔ Trojan - Download.Win32.VB.gfm̂ Ю

GFM̃  

̔ 2008- 08 

̔  ̔  

̔ Win 9X/ME/NT/2000/XP/2003 
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C:\ WINDOWS\ system32\ eAPI.fne  

C:\ WINDOWS\ system32\ inte rnet.fne  

C:\ WINDOWS\ system32\ krnln.fnr  

C:\ WINDOWS\ system32\ og.dll  

C:\ WINDOWS\ system32\ og.edt  

C:\ WINDOWS\ system32\ RegEx.fnr 

C:\ WINDOWS\ system32\ shell.fne  

C:\ WINDOWS\ system32\ spec.fne  

C:\ WINDOWS\ system32\ ul.dll  

C:\ WINDOWS\ system32\ XP- C1FCF8C1.EXE 

 

2.2.3̈Backdoor.Win32.Hupigon.gs 

̔  

1.ᾗὡ ֒̔C:\Documents and Settings\̂ \̃Local Settings\Temp  

2.ᾗὡ ᾊ (ᾗὡ ╟ ) 

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft \Windows\CurrentVersion\Run

Once\wextract_cleanup0 ̂ ᾗὡ ╘̃ 

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\smss  

3. ╗ iexplore.exe⁮ ѐ̂ IE ᾳЮ ̃ 

ᾱ ̔ 

̔      Backdoor.Win32.Hupigon.gs    ̔ 2008- 07 

̔  ̔  

̔ Win 9X/ME/NT/2000/XP/2003 

http://www.beareyes.com.cn/2/data/bear/cs/cs181/index.htm
http://viruslist.rising.com.cn/v.asp?q=Trojan.Win32.Undef
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1. ֗╘ ѐ УЮ iexplore.exe ̂ IE ᾳЮ

̃̆ ‡ ὲ Ȃ  

2. C:\ Documents and Settings\ ̂ ̃\ Local Settings \ Temp

֒ Ȃ  

3. ᾊ ѐ‮  

HKEY_LOCAL_MACHINE\ SYSTEM\ CurrentControlSet \ Services \ smss  

HKEY_LOCAL_MACHINE\ SOFTWARE\ Microsoft \ Windows\ CurrentVersion \ RunOnce\

wextract_cleanup0  Ȃ 
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Ьȁ Ὠ  

3.1 Ф ᾳ 

Ф  Ф  

MS08-041 http://www.microsoft.com/china/technet/security/bulletin/ms08-041.mspx 

MS08-042 http://www.microsoft.com/china/technet/security/bulletin/ms08-042.mspx 

MS08-043 http://www.microsoft.com/china/technet/security/bulletin/ms08-043.mspx 

MS08-044 http://www.microsoft.com/china/technet/security/bulletin/ms08-044.mspx 

MS08-045 http://www.microsoft.com/china/technet/security/bulletin/ms08-045.mspx 

MS08-046 http://www.microsoft.com/china/technet/security/bulletin/ms08-046.mspx 

MS08-047 http://www.microsoft.com/china/technet/security/bulletin/ms08-047.mspx 

MS08-048 http://www.microsoft.com/china/technet/security/bulletin/ms08-048.mspx 

MS08-049 http://www.microsoft.com/china/technet/security/bulletin/ms08-049.mspx 

MS08-050 http://www.microsoft.com/china/technet/security/bulletin/ms08-050.mspx 

MS08-051 http://www.microsoft.com/china/technet/security/bulletin/ms08-051.mspx 

 

 

http://www.microsoft.com/china/technet/security/bulletin/ms08-041.mspx
http://www.microsoft.com/china/technet/security/bulletin/ms08-042.mspx
http://www.microsoft.com/china/technet/security/bulletin/ms08-043.mspx
http://www.microsoft.com/china/technet/security/bulletin/ms08-044.mspx
http://www.microsoft.com/china/technet/security/bulletin/ms08-045.mspx
http://www.microsoft.com/china/technet/security/bulletin/ms08-046.mspx
http://www.microsoft.com/china/technet/security/bulletin/ms08-047.mspx
http://www.microsoft.com/china/technet/security/bulletin/ms08-048.mspx
http://www.microsoft.com/china/technet/security/bulletin/ms08-049.mspx
http://www.microsoft.com/china/technet/security/bulletin/ms08-050.mspx
http://www.microsoft.com/china/technet/security/bulletin/ms08-051.mspx
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3.2  

3.2.1. MS0 8 - 0 41  

̔ 

Snapshot Viewer for Microsoft Access  

ActiveX ֒ѐ ἵ Ԇ  

(955617) 

̔ 2008.08 

̔ ш  ̔ Ԇ  

֒̔ 

Snapshot Viewer for Microsoft Access 

Microsoft Office 2000 Service Pack 3 

Microsoft Office XP Service Pack 3 

Microsoft Office 2003 Service Pack 2  Microsoft Office 2003 Service Pack 3 

̔ 

     ὤ ᾱ Snapshot Viewer for Microsoft Access  ActiveX 

֒ѐУэ Ȃ   Ԉ ⁸ ‾ Ȃ 

̆ ἵ Ԇ Ȃ ╖‾  

Ԉ б Ȃ 

ᾱ ̔ 

Microsoft Baseline Security Analyzer Ԉ

Ȃ 

Ὠ ФЮ ̔ 

    ‎Ὧ ὤὨ  
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    ᵏҩ ὤ ФԈᶢ ὤ ̆ ԏ ᴳ Windows

"Windows update"╖ Ю ФȂ     

҂ Ԉ ὤὨ ὤ Ф̔ 

http://www.microsoft.com/china/technet/security/bulletin/ms08-041.mspx 

 

3.2.2. MS0 8 - 0 42  

̔ 
Microsoft Word ѐ ἵ Ԇ

 (955048)  
̔ 2008.08 

̔  ̔ Ԇ  

֒̔ 

Microsoft Office XP Service Pack 3 

Microsoft Office 2003 Service Pack 2 

Microsoft Office 2003 Service Pack 3 

̔ 

ὤ ᾱ Microsoft Word ѐУэὨ Ȃ 

⁸  Word ֒̆ ἵ Ԇ Ȃ ╖‾  

Ԉ ὤ ⁸ Ȃ   ̕ ȁ ‮

̕ … ὤ Ȃ Ҿ ѝ

έ ⁮ Ȃ 

ᾱ ̔ 

    Microsoft Baseline Security Analyzer Ԉ

Ȃ  

http://www.microsoft.com/china/technet/security/bulletin/ms08-041.mspx


΅ ΄ ◊ ס Ắ Ẳ  

Shanghai 30wish Information Security Co., Ltd. 

΅ ┬ 777 11 3F                        ' 8621-55313030   800-820-5530 

                                                                                         7  8621-54363905 

____________________________________________________________________________________________ 

Ь ὤὨ  2008-09                                                     - 14/36- 

Ὠ ФЮ ̔ 

    ‎Ὧ ὤὨ  

    ᵏҩ ὤ ФԈᶢ ὤ ̆ ԏ ᴳ Windows

"Windows update"╖ Ю ФȂ     

҂ Ԉ ὤὨ ὤ Ф̔ 

http://www.microsoft.com/china/technet/security/bulletin/ms08-042.mspx 

 

3.2.3. MS0 8 - 0 43  

̔ 
Microsoft Excel ѐ ἵ

Ԇ  (954066)  
̔ 2008.08 

̔ ш  ̔ Ԇ  

̔ 

Microsoft Office 2000 Service Pack 3 

Microsoft Office XP Service Pack 3 

Microsoft Office 2003 Service Pack 2 

Microsoft Office 2003 Service Pack 3 

2007 Microsoft Office System 

2007 Microsoft Office System Service Pack 1 

Microsoft Office Excel Viewer 2003 

Microsoft Office Excel Viewer 2003 Service Pack 3 

Microsoft Office Excel Viewer 

ұ WordȁExcel  PowerPoint 2007 ֒  Microsoft Office ὸ ꜛ 

http://www.microsoft.com/china/technet/security/bulletin/ms08-042.mspx
http://www.microsoft.com/downloads/details.aspx?FamilyId=d7ed9e75-15f2-4950-98b3-93023ba0f4c1
http://www.microsoft.com/downloads/details.aspx?displaylang=zh-cn&FamilyID=d7ed9e75-15f2-4950-98b3-93023ba0f4c1
http://www.microsoft.com/downloads/details.aspx?FamilyId=b574d906-7f09-49b0-80bf-e84dee8c4583
http://www.microsoft.com/downloads/details.aspx?FamilyId=7afdae9b-9c74-4af7-9844-0e54221ea3b9
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ұ WordȁExcel  PowerPoint 2007 ֒  Service Pack 1  Microsoft Office ὸ

ꜛ 

Microsoft Office SharePoint Server 2007 

Microsoft Office SharePoint Server 2007 x64 Edition 

Microsoft Office SharePoint Server 2007 Service Pack 1 

Microsoft Office SharePoint Server 2007 Service Pack 1 x64 Edition 

Microsoft Office 2004 for Mac 

Microsoft Office 2008 for Mac 

̔ 

    ὤ ᾱҩ Microsoft Office Excel ѐ э ̆

⁸  Excel ֒ ‡̆ ἵ Ԇ Ȃ ╖‾ Ҿ

  Ԉ ὤ ⁸ Ȃ   ̕ ȁ

‮ ̕ … ὤ Ȃ Ҿ ѝ

έ ⁮ Ȃ 

ᾱ ̔ 

    Microsoft Baseline Security Analyzer Ԉ

Ȃ 

Ὠ ФЮ ̔ 

    ‎Ὧ ὤὨ  

    ᵏҩ ὤ ФԈᶢ ὤ ̆ ԏ ᴳ Windows

"Windows update"╖ Ю ФȂ     

҂ Ԉ ὤὨ ὤ Ф̔ 

http://www.microsoft.com/china/technet/security/bulletin/ms08-043.mspx 

http://www.microsoft.com/downloads/details.aspx?displaylang=zh-cn&FamilyID=7afdae9b-9c74-4af7-9844-0e54221ea3b9
http://www.microsoft.com/downloads/details.aspx?displaylang=zh-cn&FamilyID=7afdae9b-9c74-4af7-9844-0e54221ea3b9
http://www.microsoft.com/downloads/details.aspx?displaylang=zh-cn&FamilyID=a7731749-b026-4765-808a-e151b990f0e1
http://www.microsoft.com/downloads/details.aspx?FamilyId=fc95ab88-2d31-44e1-a702-7cb10e83695b
http://www.microsoft.com/downloads/details.aspx?FamilyId=a7731749-b026-4765-808a-e151b990f0e1
http://www.microsoft.com/downloads/details.aspx?FamilyId=fc95ab88-2d31-44e1-a702-7cb10e83695b
http://www.microsoft.com/downloads/details.aspx?FamilyId=EBD3AF0C-3F62-4D18-BF45-881655683BD5
http://www.microsoft.com/downloads/details.aspx?FamilyId=9515C70D-BE80-4ADE-856A-EA542F7D84E1
http://www.microsoft.com/china/technet/security/bulletin/ms08-043.mspx
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3.2.4. MS0 8 - 0 44  

̔ 
Microsoft Office ѐ ἵ

Ԇ  (924090)  
̔ 2008.08 

̔ ш  ̔ Ԇ  

֒̔ 

Microsoft Office 2000 Service Pack 3 

Microsoft Office XP Service Pack 3 

Microsoft Office 2003 Service Pack 2 

Microsoft Office Project 2002 Service Pack 1 

Microsoft Office Converter Pack 

Microsoft Works 8 

̔ 

    ὤ ҷэ Ȃ ᴳ  Microsoft Office 

⁸ ẹ ֒̆ Ҿ ἵ Ԇ Ȃ Ҿ ѝ

έ ⁮ Ȃ 

ᾱ ̔ 

    Microsoft Baseline Security Analyzer Ԉ

Ȃ 

Ὠ ФЮ ̔ 

   ‎Ὧ ὤὨ  

http://www.microsoft.com/downloads/details.aspx?displaylang=zh-cn&FamilyID=3ab323ec-9f92-453c-b7c7-9a95a9efcaea
http://www.microsoft.com/downloads/details.aspx?displaylang=zh-cn&FamilyID=bf566ce6-23da-45e5-9c2b-c47331d30e79
http://www.microsoft.com/downloads/details.aspx?displaylang=zh-cn&FamilyID=e0df2f6e-1102-461d-829f-5f3e2d7eb4b3
http://www.microsoft.com/downloads/details.aspx?displaylang=zh-cn&FamilyID=bf566ce6-23da-45e5-9c2b-c47331d30e79
http://www.microsoft.com/downloads/details.aspx?familyid=199b08c7-6d79-4930-8f0c-31034629c485
http://www.microsoft.com/downloads/details.aspx?familyid=458985C3-9C6F-4049-81CD-0D0389C81F11



