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Wi n32. SpyBot
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Trojan. PSW. Wi n32 2 0 097

Win 9X/ME/NT/2000/XP

221 Trojan. PSW. Win32. Shanda

SRENG

[ HKEY _ CURRIEONTt_WibrEeR o\8vo h d\€@ws r ent VRuns]i on
<z1x!l hbj g9 MQOLMEMIOCALTSe-Mpe x pl orer . exe> [ N/ /

[ HKE YA LL OMA C3ol fNNEwMaircer o\8Vo hd\€@ws r e nt VRurns]i on
<upxdnivkF NOOWSdnd. exe> []

<Microsoft AW ND®OWS* €M@u3s2o0u . exe> [ ]
<cmdbc\8VkF NOOWBbcs. exe> []

20M10 -6/2 1

. . {PoF] To remove this message, purchase the
This document was created using  [Eciriul- TN =) product at www.SolldPDF.com



http://viruslist.rising.com.cn/v.asp

Shanghai 30wiosrmh Senduwrrimayt iCo. , Lt d.
200 2 4F 7@ 862511313030-82-658m0

4FBuilding 2,200 Zhanghen Road, Zhangjiang, Shangh& 862511313033

[ HKEY_LOCABSOMA QWH ROMrEo\8Vo h t\€@ws r e nt VEexrpsli corne
r\Shel |l Execut eHooks]

<{ B8A17/M0MA38 /B2 FFE2 D738 1 CCPBBpra @l Rt keset
Expl bGoenrnect i oon sWignapdsys> [ N/ A]

SRENG “Di sabl ed”

[ Security Machine Manager / Mercha2] [ Runnin
<QWI NDOWSTERMBNDLLFOROUR. EXE

C\WI NDOWSTEWBEXW CIJN. DLL, DI'| Regi ster Server 10
Corporation>

[ Win32 Debug ServicepedMdbebugEsaci]|[ St o
<QWI NDOWSt ermiBn2d I | 32. exe msdebug.dl Il ,input><
Corporation>

[ Fax 2Client / ms_2fax][Running/ Auto Start]
<QWI NDOWSt &/mB3929 1. exe ><N/ A>

[ Event Service |/ Tech][Running/ Auto Start]
<QWI NDOWSt esnv3cc2h o s tk e x e
net sve&&W NDOWSt gvm3i2zi . dl | ><Mi crosoft Corpore

[ Windows useb RunThem / useb][ Stopped/ Auto
<QWI NDOWSt esnv3c2h o s tk e x e
net s-v>cGPROGRAT (W j g. dIl | ><N/ A>

[ Windows DHCP Service |/ WinDHCPsvc]][ Stopped
<QWIDNOWSy st ermBn2d I | 32. exe windhcp.ocx,input><
Corporation>
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SRENG

[ HKEY_LOCAISO0MA @GNHira&rEo\8Vvo hd o ws

NYCur rent VWEirnsli oogno n |

<shell ><Explorer.exe> [ ( Wer iPluibé d )sMieacrfosoft
<UserinWw NBOWSt eUs3e2r i nit. exe> [(Verified)Mi
Wi ndows Publisher]

<Userinit>

<UserinwWt NDBOWS't eUhs3e2r i ni t . exe, > [(Verified)M
Wi ndows Publisher]

C\WI NDOWSt eWhs3e2r i ni t . e x e,

C\DOCUMEAMIOCALTSe~-hipe x pl orer . exe
C\WI NDOW$dnd. exe

C\WI NDOWSt enmo3s20 u . e x e

C\WI NDOWBbcs. exe

C\Programl Rt keset \Expheceér oonsWignapdsys
C\WI NDOWS T ERUBNeD L LR-. CERXCRJ

C\WI NDOWS TEWBSEXMP CJ N. DL L

C\WI NDOWSt enms3d2e bug. dlI |

CIWI NDOWSt &/nB3929 1. e x e

C\WI NDOWSt gvm3i2zi . dl |
C\PROGRAT™ W j g. dI |

C\WI NDOWSt g¢wn3n2d hcp. oc x

C\WI NDOWSt eMB20U. d I |
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C\WI NDOWSt gwm3n2d hcp. oc X
C\WI NDOWSt &dn8312. d | |
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222 Trojan. PSW. Win32. WoWar

rundl |l 32. exe

2 “ »ow ” - -

UNLOCKERJNLOCKER

a.reg

Wi ndows Registry Editor Version 5.00
[ HKEY_LOCASOMA WA RdSrEo\8Vo h d\@ws r e nt VEexrpsli oorne
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vanced"
"Text"="@sh-8068D2"dl |,
"Type"="radio"

"CheckedValue”"=dword: 00000001
"ValueName" ="Hi dden"

"Defaul tValue"=dword: 00000002
"HKeyRoot"=dword: 80000001

"Hel pIl D"="shell . hl p#51105"

C\WI ND@MWSBTr ols ahld3l2. exe
Cilprogrami ht eeset \esplbodeéet

C\WI NDOWSt &dni3.2d | |

WI NDOWS cmdbcsmepds . .mesxcecrt uexednd. exe

winform. exe ,

TEMP upxdnd.uepxxednd. dl |
C: SYS. .. ghook. dvkcthost 2exe
3

HKEY L OCANLS ofAICWNEIi riieE o\8Vo h d\€@ws r ent VRRunsi on
<Mi cr DWI<NCDOWEBr olsahdl | 32. exe>

HKEY L OCANLS oMAICWNGI rideE o\8vo h th@ws r e nt VRealsiicoine s
\Ex p | dbRuenr

<main><rundl\p3?2geaali h€Ckesanet \espbodeérl "

my mai n >
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Mi cr osoft Agent 2 0709

CVE CVER 00637040

Windows 2000 Service Pack 4

Microsoft Agent
URL
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"Windows wupdate"”
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Crystal Reports for 2 0709

CVE CVR O0®6 133

Vi sual Studi o .NET 2002 Service Pack 1
Vi suali oSt NET 2003
Vi sual Studi o .NET 2003 Service Pack 1
Vi sual Studio 2005

Vi sual Studi o 2005 Service Pack 1

RPT
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"Windows wupdate"
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Mi crosoft Excel 2 07109
CVE CVER 0OM3036

Windows 2000 Service Pack 4
Windows XP Service Pack 2

Windows Server 2003 Service Pack 1 Windows Server 2003 Service Pack 2

Windows Server 2003 x64 Edition Windows Server 2003 x64 Edition Service Pack 2

Window Vista

Windows Vista x64 Edition

Wi ndows Services for

3. O0Windows Services foUNUNXI X 3.5

setuid
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MSNMessengeMi ndows Li 2 009
Messenger

CVE CVER 0P 931

Microsoft Windows 2000 Service Pack 4

Windows XP Service Pack 2

Windows XP Professional x64 Edition

Windows XP Professional x64 Edition Service Pack 2

Windows Server 2003 Service Pack 1 Windows Server 2003 Service Pack 2
Windows Server 2003 x64 Edition

Windows Server 2003 x64 Edition Service Pack 2

Windows Vista

Windows Vista x64 Edition

MSN Mes s eWigredows Live Messenger
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