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Уȁ ᾳ  

2008 03 ̆‫ 02 ֙ѐ ₥︠ᴁ ̆ὲ

ᴿᵑ ѝ̔ 

Checker/Autorun̂ 2.02%̃ ȁAdware/Yokbar.f̂ 1.57%̃ ȁ 

Trojan/Agent.aixq (0.76%)ȁTrojan/Agent.ddŵ 0.58%̃ ȁ 

TrojanDownloader.Agent.auô0.55%̃ ȁTrojanDownloader.JS.Agent.eĥ0.55%̃ ȁ 

not-a-virus.AdWare.BHO.â0.45%̃ ȁAdWare/VB.ĉ 0.45%̃ ȁ 

TrojanDownloader.Agent.aaaj (0.45%)ȁTrojan/Delf.nẑ 0.43%̃ ̆ 

₥︠ ѐ̆Checker/Autorun̂U ̃ᵑ Ў

ΰэ ₥̆ ᴿ ̆ ̆ ̆Ԉ

ὁ а Ȃ 
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Checker/Autorun,

2.02%

Adware/Yokbar.f,

1.57%Trojan/Agent.aixq

, 0.76%Trojan/Agent.ddw,

0.58%

TrojanDownloader.

Agent.auo, 0.55%

TrojanDownloader.

JS.Agent.eh,

0.55%

not-a-

virus.AdWare.BHO.

a, 0.45%

AdWare/VB.c,

0.45%

TrojanDownloader.

Agent.aaaj ,

0.45%

Trojan/Delf.nz,

0.43%

 

2 ֙̆ ҩ 11э ὤὨ :  MS08- 003⁮ MS08- 013̆ ὲѐ 6э ὤ

Ф ѝľ Ŀ ⁞ 5̆э ѝľ Ŀ ⁞ ҾὨ ᶢ ҩ

17э ὤ ̆‍⁞ Ὧ Microsoft WindowsȁOffice IE ӊ

ѐ Ȃὲѐ 10э ұľ Ŀ ⁞Ȃ   ‾ Ҿ

ὡᵩ ὤ ⁸ Ȃ ԏ ᴳ Windows ᴐ ₂

УЮ ̆ ԏ ᵏ ᾱ ҫԈ ᾱȂ 
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үȁ Ὠ  

2.1 ᾳ 

 

   ‍  

Checker/Autorun  ǼǼ 2.02% 

Adware/Yokbar.f  ǼǼ 1.57% 

Trojan/Agent.aixq   ǼǼ 0.76% 

Trojan/Agent.ddw  ǼǼ 0.58% 

TrojanDownloader.Agent.auo  Ю  Ǽ 0.55% 

TrojanDownloader.JS.Agent.eh Ю  Ǽ 0.55% 

not-a-virus.AdWare.BHO.a  Ǽ 0.45% 

AdWare/VB.c ֒ ǼǼ 0.45% 

TrojanDownloader.Agent.aaaj  Ю  Ǽ 0.45% 

Trojan/Delf.nz  ǼǼ 0.43% 
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2.2  

2.2.1̈Adware/Yokbar.f 

э IE ̆ ᴔЭҩꜛ Ԇ ӱ ὡ

Ȃ IE ╟ ╗ ̆ ̆

̆ ֶ   ᶕ ̆ Э ᴐȂ 

ᾱ ̔ 

1.  Ἴ б IE Ὧ Фὤ Э̂IE7 Фᵑэӝ ̃̕ 

2.  ֒ ̕ 

3.  IEĺ έĺingternet ĺ ̆‮ ľї ֒Ŀȁcookie̕ 

4.  ̆ F8 ὡ ὤ ὤ ̕ 

5.  ̆‾ IE ᶢ έ IE ᶢ Ȃ 

ᶢ έЮ ̔

http://dl.pconline.com.cn/html_2/1/59/id=37973&pn=0.html  

http://dl.pc online.com.cn/html_2/1/75/id=273&pn=0.html  

̔ Adware/Yokbar.f ̔ 2008.02 

ѐ ̔ ñ ò f ̔  

̔ ѐ ̔  

̔ Win 9X/ME/NT/2000/XP/2003 

http://dl.pconline.com.cn/html_2/1/59/id=37973&pn=0.html
http://dl.pconline.com.cn/html_2/1/75/id=273&pn=0.html
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2.2.2̈Trojan/Agent.ddw 

 

ᾱ ̔ 

ᴳ 2008 ὲӹ έ̆ Ȃ 

 

2008Ю ̔ 

http://tele.skycn.com/soft/24158.html  

 

 

 

 

 

̔ Trojan/Agent.ddw ̔ 2008- 02 

̔ ѐ ̔  

̔ Win 9X/ME/NT/2000/XP/2003 
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2.2.3̈AdWare/VB.c 

 

Adware/VB.cľĿ c ѮЎ VB

ᾗ̆ ╗ ᶑ Ў Ὥӎ ֒ ⁮

ѐ Ȃľ Ŀ c ̆ ѐ Ю

э Ȃľ Ŀ cУ ᵳ ᾿Ȃ

ֶ  ȁ   ̆

Э ᴐȂ 

̆ ̔ 

1ȁ ֒̆ ᶑ ֒έ "ў╟ " " " ╖ Ȃ 

2ȁ ֒ ̆ ̆Э ᶑ " "ȁ

" ֒ "╖ Ȃ 

ж έЮ ̔http://www.antidu.cn/antidu_tags/adware%D7%A8%C9%B1 

http://www.greendown.cn/soft/2462.html  

 

 

 

̔ AdWare/VB.c ̔ 2008- 02 

̔ ѐ ̔  

̔ Win 9X/ME/NT/2000/XP/2003 

http://www.antidu.cn/antidu_tags/adware%D7%A8%C9%B1
http://www.greendown.cn/soft/2462.html
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Ьȁ Ὠ  

3.1 Ф ᾳ 

Ф  Ф  

MS08-003 http://www.microsoft.com/china/technet/security/bulletin/ms08-003.mspx 

MS08-004 http://www.microsoft.com/china/technet/security/bulletin/ms08-004.mspx 

MS08-005 http://www.microsoft.com/china/technet/security/bulletin/ms08-005.mspx 

MS08-006 http://www.microsoft.com/china/technet/security/bulletin/ms08-006.mspx 

MS08-007 http://www.microsoft.com/china/technet/security/bulletin/ms08-007.mspx 

MS08-008 http://www.microsoft.com/china/technet/security/bulletin/ms08-008.mspx 

MS08-009 http://www.microsoft.com/china/technet/security/bulletin/ms08-009.mspx 

MS08-010 http://www.microsoft.com/china/technet/security/bulletin/ms08-010.mspx 

MS08-011 http://www.microsoft.com/china/technet/security/bulletin/ms08-011.mspx 

MS08-012 http://www.microsoft.com/china/technet/security/bulletin/ms08-012.mspx 

MS08-013 http://www.microsoft.com/china/technet/security/bulletin/ms08-013.mspx 

http://www.microsoft.com/china/technet/security/bulletin/ms08-003.mspx
http://www.microsoft.com/china/technet/security/bulletin/ms08-004.mspx
http://www.microsoft.com/china/technet/security/bulletin/ms08-005.mspx
http://www.microsoft.com/china/technet/security/bulletin/ms08-006.mspx
http://www.microsoft.com/china/technet/security/bulletin/ms08-007.mspx
http://www.microsoft.com/china/technet/security/bulletin/ms08-008.mspx
http://www.microsoft.com/china/technet/security/bulletin/ms08-009.mspx
http://www.microsoft.com/china/technet/security/bulletin/ms08-010.mspx
http://www.microsoft.com/china/technet/security/bulletin/ms08-011.mspx
http://www.microsoft.com/china/technet/security/bulletin/ms08-012.mspx
http://www.microsoft.com/china/technet/security/bulletin/ms08-013.mspx
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3.2  

3.2.1. MS0 8 - 00 3 

̔ 
Active Directory ѐ ἵ ╘ 

(946538)  
̔ 2008.02 

̔  ̔ ╘ 

̔ 

Microsoft Windows 2000 Service Pack 4 

Windows XP Service Pack 2 

Windows XP Professional x64 EditionWindows XP Professional x64 Edition Service Pack 2 

Windows Server 2003 Service Pack 1Windows Server 2003 Service Pack 2 

Windows Server 2003 x64 Edition Windows Server 2003 x64 Edition Service Pack 2 

Windows Server 2003 SP1̂ ұ ұ Itanium ̃Ԉ Windows Server 2003 SP2̂ ұ

ұ Itanium ̃ 

  

̔ 

   ұ ⁸ LDAP ̆Microsoft Windows 2000 Windows 

Server 2003Э ╟ ╘ ̕ Windows XP Windows 

Server 2003 Э ╟ ̂ADAM̃ ҂ э Ȃ ╖

‾ э   ṃ ╟ Ȃ 

ᾱ ̔ 

   Microsoft Baseline Security Analyzer Ԉ

Ȃ 
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Ὠ ФЮ ̔ 

   ‎Ὧ ὤὨ  

   ᵏҩ ὤ ФԈᶢ ὤ ̆ ԏ ᴳ Windows

"Windows update"╖ Ю ФȂ     

҂ Ԉ ὤὨ ὤ Ф̔ 

http://www.microsoft.com/china/technet/security/bulletin/ms08-003.mspx 

 

3.2.2. MS0 8 - 00 4 

̔ 
Windows TCP/IP ѐ ἵ ╘ 

(946456) 
̔ 2008.02 

̔  ̔ ╘ 

̔ 

Windows Vista 

Windows Vista x64 Edition 

̔ 

Windows Vista TCP/IP ӱ DHCP ╘ ⁮

╘ Ȃ   Ԉ… ⁸ DHCP ╘ ̆ ╘ ֶ ў ⁸

̆ TCP/IP ̆ ṃ ╟ Ȃ 

ᾱ ̔ 

http://www.microsoft.com/china/technet/security/bulletin/ms07-063.mspx
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   Microsoft Baseline Security Analyzer Ԉ

Ȃ  

Ὠ ФЮ ̔ 

   ‎Ὧ ὤὨ  

   ᵏҩ ὤ ФԈᶢ ὤ ̆ ԏ ᴳ Windows

"Windows update"╖ Ю ФȂ     

҂ Ԉ ὤὨ ὤ Ф̔ 

http://www.microsoft.com/china/technet/security/bulletin/ms08-004.mspx 

 

3.2.3. MS0 8 - 005  

̔ 
Internet ᶕ ╘ѐ

̂942831̃  
̔ 2008.02 

̔  ̔  

̔ 

Microsoft Windows 2000 Service Pack 4 

Windows XP Service Pack 2 

Windows XP Professional x64 EditionWindows XP Professional x64 Edition Service Pack 2 

Windows Server 2003 Service Pack 1Windows Server 2003 Service Pack 2 

Windows Server 2003 x64 Edition Windows Server 2003 x64 Edition Service Pack 2 

Windows Server 2003 SP1̂ ұ ұ Itanium ̃Ԉ Windows Server 2003 SP2̂ ұ

ұ Itanium ̃ 

  

http://www.microsoft.com/china/technet/security/bulletin/ms08-004.mspx
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Windows Vista 

Windows Vista x64 Edition 

̔ 

   Internet ᶕ ╘ FTPRootȁNNTPFile\ Root WWWRoot֒ ѐ ֒

ע ̆ ╖‾ э   Ԉ

ὤ ѐ ֗ Ԇ Ȃ 

ᾱ ̔ 

   Microsoft Baseline Security Analyzer Ԉ

Ȃ 

Ὠ ФЮ ̔ 

   ‎Ὧ ὤὨ  

   ᵏҩ ὤ ФԈᶢ ὤ ̆ ԏ ᴳ Windows

"Windows update"╖ Ю ФȂ     

҂ Ԉ ὤὨ ὤ Ф̔ 

http://www.microsoft.com/china/technet/security/bulletin/ms08-005.mspx 

 

3.2.4. MS0 8 - 006  

̔ 
Internet ᶕ ╘ѐ Ԇ

̂942830̃  
̔ 2008.02 

̔  ̔ Ԇ  

http://www.microsoft.com/china/technet/security/bulletin/ms08-005.mspx
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̔ 

Windows XP Professional Service Pack 2 

Windows XP Professional x64 EditionWindows XP Professional x64 Edition Service Pack 2 

Windows Server 2003 Service Pack 1 Windows Server 2003 Service Pack 2 

Windows Server 2003 x64 Edition Windows Server 2003 x64 Edition Service Pack 2 

Windows Server 2003 SP1̂ ұ ұ Itanium ̃Ԉ Windows Server 2003 SP2̂ ұ

ұ Itanium ̃ 

  

̔ 

   Internet ᶕ ╘ ASP ὡ Ԇ ̆ἵ

  ASP ּ ὡȂ ╖‾ э   Ԉ IIS

╘ ЭԈWPI ̂ ѝ ╘ ̃ ֗ ᴐȂ 

ᾱ ̔ 

   Microsoft Baseline Security Analyzer Ԉ

Ȃ 

Ὠ ФЮ ̔ 

   ‎Ὧ ὤὨ  

   ᵏҩ ὤ ФԈᶢ ὤ ̆ ԏ ᴳ Windows

"Windows update"╖ Ю ФȂ     

҂ Ԉ ὤὨ ὤ Ф̔ 

http://www.microsoft.com/china/technet/security/bulletin/ms08-006.mspx 

http://www.microsoft.com/china/technet/security/bulletin/ms08-006.mspx
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3.2.5. MS0 8 - 007  

̔ 
WebDAV Mini- Redirector ѐ ἵ

Ԇ ̂946026̃  
̔ 2008.02 

̔ ш  ̔ Ԇ  

̔ 

Windows XP Service Pack 2 

Windows XP Professional x64 EditionWindows XP Professional x64 Edition Service Pack 2 

Windows Server 2003 Service Pack 1Windows Server 2003 Service Pack 2 

Windows Server 2003 x64 Edition Windows Server 2003 x64 Edition Service Pack 2 

Windows Server 2003 SP1̂ ұ ұ Itanium ̃Ԉ Windows Server 2003 SP2̂ ұ

ұ Itanium ̃ 

Windows Vista 

Windows Vista x64 Edition 

  

̔ 

   WebDAV Mini- Redirector ̂ ѝWeb ╘̃ ⁸

  Ȃ   ҩ ⁸ WebDAV ̆

э  ̆ ὤ ⁸ Ȃ 

ᾱ ̔ 

   Microsoft Baseline Security Analyzer Ԉ

Ȃ 

Ὠ ФЮ ̔ 
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   ‎Ὧ ὤὨ  

   ᵏҩ ὤ ФԈᶢ ὤ ̆ ԏ ᴳ Windows

"Windows update"╖ Ю ФȂ     

҂ Ԉ ὤὨ ὤ Ф̔ 

http://www.microsoft.com/china/technet/security/bulletin/ms08-007.mspx 

 

3.2.6. MS0 8 - 008  

̔ 
OLE ѐע╟ ἵ Ԇ

̂947890̃  
̔ 2008.02 

̔ ш  ̔ Ԇ  

̔ 

Windows 2000 Service Pack 4 

Windows XP Service Pack 2 

Windows XP Professional x64 EditionWindows XP Professional x64 Edition Service Pack 2 

Windows Server 2003 Service Pack 1Windows Server 2003 Service Pack 2 

Windows Server 2003 x64 Edition Windows Server 2003 x64 Edition Service Pack 2 

Windows Server 2003 SP1̂ ұ ұ Itanium ̃Ԉ Windows Server 2003 SP2̂ ұ

ұ Itanium ̃ 

Windows Vista 

Windows Vista x64 Edition 

Microsoft Office 2004 for Mac 

  

http://www.microsoft.com/china/technet/security/bulletin/ms08-007.mspx
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Microsoft Visual Basic 6.0 Service Pack 6 

̔ 

   ὡ̂OLẼ ע╟ ⁸   Ȃ

ҩ ̆ э  ̆ Ԉ

Ȃ Ԉ ̆   Ԉ ὤ ⁸

Ȃ 

ᾱ ̔ 

   Microsoft Baseline Security Analyzer Ԉ

Ȃ 

Ὠ ФЮ ̔ 

   ‎Ὧ ὤὨ  

   ᵏҩ ὤ ФԈᶢ ὤ ̆ ԏ ᴳ Windows

"Windows update"╖ Ю ФȂ     

҂ Ԉ ὤὨ ὤ Ф̔ 

http://www.microsoft.com/china/technet/security/bulletin/ms08-008.mspx 

3.2.7. MS0 8 - 009  

̔ 
Microsoft Word ѐ ἵ Ԇ

̂947077̃  
̔ 2008.02 

̔ ш  ̔ Ԇ  

̔ 

http://www.microsoft.com/china/technet/security/bulletin/ms08-008.mspx
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Microsoft Office 2000 Service Pack 3 

Microsoft Office XP Service Pack 3 

Microsoft Office 2003 Service Pack 2 

Microsoft Office Word Viewer 2003 

  

̔ 

   ᴳ Word ҩ ⁸ .DOC ֒ ̆ ᾃ ̆

֗ Ԇ Ȃ 

ᾱ ̔ 

   Microsoft Baseline Security Analyzer Ԉ

Ȃ 

Ὠ ФЮ ̔ 

   ‎Ὧ ὤὨ  

   ᵏҩ ὤ ФԈᶢ ὤ ̆ ԏ ᴳ Windows

"Windows update"╖ Ю ФȂ     

҂ Ԉ ὤὨ ὤ Ф̔ 

http://www.microsoft.com/china/technet/security/bulletin/ms08-009.mspx 

 

 

 

http://www.microsoft.com/china/technet/security/bulletin/ms08-009.mspx
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3.2.8. MS0 8 - 010  

̔ Internet Explorer ὤ ̂944533̃  ̔ 2008.02 

̔ ш  ̔ Ԇ  

̔ 

Internet Explorer 5.01 

Internet Explorer 6 Service Pack 1 

Internet Explorer 6 

Internet Explorer 7 

  

̔ 

   Internet Explorer Ҿ HTML ֒ȁ

ѐ эᾃ ̕Internet Explorer ᴳ Уэ

Microsoft Fox Pro ֒҂ ᾃ Ȃ ҩ

̆ Ԉ Ҿ ̆ ֗ Ԇ Ȃ 

ᾱ ̔ 

   Microsoft Baseline Security Analyzer Ԉ

Ȃ 

Ὠ ФЮ ̔ 

   ‎Ὧ ὤὨ  

   ᵏҩ ὤ ФԈᶢ ὤ ̆ ԏ ᴳ Windows

"Windows update"╖ Ю ФȂ     
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҂ Ԉ ὤὨ ὤ Ф̔ 

http://www.microsoft.com/china/technet/security/bulletin/ms08-010.mspx 

3.2.9. MS0 8 - 011  

̔ 
Microsoft Works ֒ ѐ ἵ

Ԇ ̂947081̃  
̔ 2008.02 

̔  ̔ Ԇ  

̔ 

Microsoft Office 2003 Service Pack 2 

Microsoft Office 2003 Service Pack 3 

Microsoft Works 8.0 

Microsoft Works Suite 2005 

  

̔ 

   Microsoft Works ֒ .wps ‍ ȁ‍

ᶕ ὲӹ ᶕ ̆ ҩ Office ֒

̆ Ҿ ̆ ֗ Ԇ Ȃ 

ᾱ ̔ 

   Microsoft Baseline Security Analyzer Ԉ

Ȃ 

Ὠ ФЮ ̔ 

   ‎Ὧ ὤὨ  

http://www.microsoft.com/china/technet/security/bulletin/ms08-010.mspx
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   ᵏҩ ὤ ФԈᶢ ὤ ̆ ԏ ᴳ Windows

"Windows update"╖ Ю ФȂ     

҂ Ԉ ὤὨ ὤ Ф̔ 

http://www.microsoft.com/china/technet/security/bulletin/ms08-011.mspx 

 

3.2.10. MS0 8 -0 12  

̔ 
Microsoft Office Publisher ѐ ἵ

Ԇ ̂947085̃  
̔ 2008.02 

̔ ш  ̔ Ԇ  

̔ 

Microsoft Office 2000 Service Pack 3 

Microsoft Office XP Service Pack 3 

Microsoft Office 2003 Service Pack 2 

  

̔ 

   Microsoft Office Publisher Publisher ֒╗ ⁮ᾃ

̆ ⁸ Publisher ֒ ᾃ ḣȂ

ҩ .pub ֒ ̆ ᾃ ̆ ֗ Ԇ

Ȃ 

ᾱ ̔ 

   Microsoft Baseline Security Analyzer Ԉ

Ȃ 

http://www.microsoft.com/china/technet/security/bulletin/ms08-011.mspx
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Ὠ ФЮ ̔ 

   ‎Ὧ ὤὨ  

   ᵏҩ ὤ ФԈᶢ ὤ ̆ ԏ ᴳ Windows

"Windows update"╖ Ю ФȂ     

҂ Ԉ ὤὨ ὤ Ф̔ 

http://www.microsoft.com/china/technet/security/bulletin/ms08-012.mspx 

3.2.11. MS0 8 -0 13  

̔ 
Microsoft Office ѐ ἵ Ԇ

̂947108̃  
̔ 2008.02 

̔ ш  ̔ Ԇ  

̔ 

Microsoft Office 2000 Service Pack 3 

Microsoft Office XP Service Pack 3 

Microsoft Office 2003 Service Pack 2 

Microsoft Office 2004 for Mac 

  

̔ 

   Microsoft Office ὡҩ Office ֒ ᾃ Ȃ  

ҩ ⁸ Office ֒ ̆ э ̆ ֗ Ԇ Ȃ 

ᾱ ̔ 

http://www.microsoft.com/china/technet/security/bulletin/ms08-012.mspx
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   Microsoft Baseline Security Analyzer Ԉ

Ȃ 

Ὠ ФЮ ̔ 

   ‎Ὧ ὤὨ  

   ᵏҩ ὤ ФԈᶢ ὤ ̆ ԏ ᴳ Windows

"Windows update"╖ Ю ФȂ     

҂ Ԉ ὤὨ ὤ Ф̔ 

http://www.microsoft.com/china/technet/security/bulletin/ms08-013.mspx 

 

 

 

 

 

 

 

 

 

 

 

http://www.microsoft.com/china/technet/security/bulletin/ms08-013.mspx
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ȁ2008 3 ὤ  

   ԈЮ ̔ ὤ҃ ̆а ֒

̕Ὧ ‮ ѐа ╘̕ ‾ ּ ̆У

Ф̕ жн ֒ ̆ Э ḀУ

֒ ╖ Ȃ 

AÂ Trojan.Win32.AntiAV.aa ̃  ǼǼǼ 

Уэ Ȃ ֶ Юᶑ ֒ ,

ᾊ ᶕ Ԉ ╟Ȃ ֶ ╖

֒̆ᴳ ̂ ⁞ ̃ Ȃ Ὧ ў

֒ ὤ έ̆ ὤ Ȃ ֶӱ Ю

̆ Ҿ ֶ ᶕ ̆ Ȃ 
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ҷȁ - U ὁ  

U У ̆ Ӱ аЮ̆Ю   U ὁ  ̔

Ἴ ľ Ŀ ὡ cmd̆ Уэ ԇ ̆ ⁮U ̆

Ю ԇ̔ 

mkdir autorun.ini  

cd autorun.ini  

mkdir a... \ \  

Ԉ ⁮ U ὁ ╖ ҩȂὲ ҂ ̆ Уэ

з̆ ‮ autorun.ini ̆G … ֒

U ӱ̆ ⁮ U ╟ ╖ ̆ э

╖ Ȃ 

Ԉ ὁ Ȃ 

ὁ Ю ̔

http://www.orsoon.com/tag/u%C5%CC%B2%A1%B6%BE%C3%E2%D2%DF.html 

http://down3166.cn/filemd - 110696.html 

 

 

 

 

http://www.orsoon.com/tag/u%C5%CC%B2%A1%B6%BE%C3%E2%D2%DF.html
http://down3166.cn/filemd-110696.html
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   ᾋ ᵠ ₡ ᾶ

̦  ̛

800ὁ ╘ ̔ 800-820-5530 

ᾦ  

Э ̔021-51313030 51313019  

ӏ ̔025-86210976 

̔0571-87790884 

̔020-38288430 

ּ ̔021-51313033 

֒̔30services@30wish.net 
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