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Уȁ ᾳ  

2008 04 ̆‫ 03 ֙ѐ ₥︠ᴁ ̆ὲ

ᴿᵑ ѝ̔ 

Trojan.PSW.Win32.GameOL̂27.57%̃ȁRootKit.Win32.Mnless ̂5.65%̃ȁ 

Trojan.PSW.Win32.SO2Online (5.65%)ȁTrojan.PSW.Win32.SunOnlinê5.02%̃ȁ 

Trojan.Win32.Undef̂3.96%̃ȁRootKit.Win32.Undef ̂3.18%̃ȁ 

Trojan.PSW.Win32.GamesOnlinê3.06%̃ȁAdWare.Win32.Agent ̂2.71%̃ȁ 

Trojan.PSW.Win32.OnlineGames (2.50%)ȁTrojan.PSW.Win32.QQPasŝ2.22%̃̆ 

₥︠ ѐ̆ ‍ ֦ ὲ̆ѐ

ΰэ Ю ѐ   ᾱ ̆ ᵑ ᴐ Ȃ 

 

http://viruslist.rising.com.cn/v.asp?q=Trojan.PSW.Win32.GameOL
http://viruslist.rising.com.cn/v.asp?q=RootKit.Win32.Mnless
http://viruslist.rising.com.cn/v.asp?q=Trojan.PSW.Win32.SunOnline
http://viruslist.rising.com.cn/v.asp?q=RootKit.Win32.Undef
http://viruslist.rising.com.cn/v.asp?q=Trojan.PSW.Win32.GamesOnline
http://viruslist.rising.com.cn/v.asp?q=AdWare.Win32.Agent
http://viruslist.rising.com.cn/v.asp?q=Trojan.PSW.Win32.OnlineGames
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3 ֙̆ ҩ 6э ὤὨ :  MS08- 017⁮ MS08- 022̆ ὲѐ 5э ὤ

Ф ѝľш Ŀ ⁞̆1э ѝľ Ŀ ⁞̆ ҾὨ ᶢ ҩ

16э ὤ ̆‍⁞ Ὧ Microsoft Windows ѐ Ȃ   ‾

Ҿ ὡᵩ ὤ ⁸ Ȃ ԏ ᴳ Windows

ᴐ ₂ УЮ ̆ ԏ ᵏ ᾱ

ҫԈ ᾱȂ 
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үȁ Ὠ  

2.1 ᾳ 

 

   ‍  

Trojan.PSW.Win32.GameOL  ǼǼ 27.57% 

RootKit.Win32.Mnless   ǼǼǼ 5.65% 

Trojan.PSW.Win32.SO2Online   ǼǼ 5.65% 

Trojan.PSW.Win32.SunOnline   ǼǼ 5.02% 

Trojan.Win32.Undef   Ǽ 3.96% 

RootKit.Win32.Undef   Ǽ 3.18% 

Trojan.PSW.Win32.GamesOnline   Ǽ 3.06% 

AdWare.Win32.Agent   ǼǼ 2.71% 

Trojan.PSW.Win32.OnlineGames  Ǽ 2.50% 

Trojan.PSW.Win32.QQPass   ǼǼ 2.22% 

http://viruslist.rising.com.cn/v.asp?q=Trojan.PSW.Win32.GameOL
http://viruslist.rising.com.cn/v.asp?q=RootKit.Win32.Mnless
http://viruslist.rising.com.cn/v.asp?q=Trojan.PSW.Win32.SO2Online
http://viruslist.rising.com.cn/v.asp?q=Trojan.PSW.Win32.SunOnline
http://viruslist.rising.com.cn/v.asp?q=Trojan.Win32.Undef
http://viruslist.rising.com.cn/v.asp?q=RootKit.Win32.Undef
http://viruslist.rising.com.cn/v.asp?q=Trojan.PSW.Win32.GamesOnline
http://viruslist.rising.com.cn/v.asp?q=AdWare.Win32.Agent
http://viruslist.rising.com.cn/v.asp?q=Trojan.PSW.Win32.OnlineGames
http://viruslist.rising.com.cn/v.asp?q=Trojan.PSW.Win32.QQPass
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2.2  

2.2.1̈RootKit.Win32.Mnless 

rootkit ̆ rootkit Ԉ

̆ а⁮ э Ȃ 

ᾱ ̔ 

1.  Ἴ ⁮ ̆ᴳ Ь έľᾮ Ŀ̕ 

2.  ᾮ  ᵛ ñ ֒ò ᴁ⁮ э ֒ ֒ Ю̆ ⁮

э ֒̕ 

3.  ñ… ò э ֒ Ю ֒ ̆ӷ б э ֒

… У ת̂֒ а б У ֒̆

ᴔ″ ̃Ȃ   ԏУУ‮ Ȃ Ю system32 ֒ ̆

.dll ֒ ̆ ̆У ‮ ̕ 

4.  ᾊ э ֒ ḣ̆‮ ⁮ ̇̇ ̕ 

5.  Ȃ 

 

̔ RootKit.Win32.Mnless ̔ 2008.03 

̔  ̔  

̔ Win 9X/ME/NT/2000/XP/2003 



΅ ΄ ◊ ס Ắ Ẳ  

Shanghai 30wish Information Security Co., Ltd. 

΅ 200 2 4F                           ' 8621-51313030   800-820-5530 

4F Building 2,200 Zhanghen Road,Zhangjiang, Shanghai                                          7  8621-51313033 

____________________________________________________________________________________________ 

Ь ὤὨ  2008-04                                                       - 7/21- 

2.2.2̈Trojan.PSW.Win32.SO2Online  

 

̔ 

̆ ֒̆ᶢ ᾊ ̆ ╗ ╟ ̆Ԉ

⁮ ╟ ̆ ᶕ ̆ꜛ б Ȃ 

 

ᾱ ̔ 

1ȁὯ ̆ чэ rundll32.exe̕ 

2ȁ ñ ᶑ ᴐ ֒ò 

   ᴳ Ь έ unlocker  

   ᴳ unlocker‮ ԈЮЬэ ֒̔C:\WINDOWS\Microsof\tundll32.exe 

                                C:\program files\internet \exploreruse6.dll 

                                C:\WINDOWS\system32\dt.dll  

3ȁᶢ ᾊ ̆‮ ԈЮч ̔ 

   [HKEY_LOCAL_MACHINESoftwareMicrosoftWindowsCurrentVersionRun] 

    <Micro><C:WINDOWSMicrosoft 

  undll32.exe> 

  [HKEY_LOCAL_MACHINESoftwareMicrosoftWindowsCurrentVersionPolicie

̔ Trojan.PSW.Win32.SO2Online  ̔ 2008- 03 

̔  ̔  

̔ Win 9X/ME/NT/2000/XP/2003 

http://viruslist.rising.com.cn/v.asp?q=Trojan.PSW.Win32.SO2Online
http://viruslist.rising.com.cn/v.asp?q=Trojan.PSW.Win32.SO2Online
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sExplorerRun] 

    <main><rundll32.exe "C:program fi lesinternet exploreruse6.dll" mymain> 

4ȁᴳ unlocker‮ C:\WINDOWS\system32\driversetchosts 

5ȁG ̂ - - ֒-windows ̃ э‍ּ̆ש

‮ Юשּ‍ Autorun.inf mplay.com 

 

2.2.3̈Trojan.Win32.Undef  

 

Уэ Ȃ ֶ ֒ ⁸⁮ Ю̆ ᶢ

ᾊ ╟ ̆ ╟ ╟Ȃ ֶ ὡ⁮ ̆

Ȃ ̆ ֶ Ὧ ֒ ὤ έ̆ ֶ

ᴐ̆ ȁ ᶕ ̆ ̆ᴳ

Ȃ 

ᾱ ̔ 

ᴳ AVG_Anti-Spyware  

Ю ̔ 

http://tele.skycn.com/soft/23682.html  

̔ Trojan.Win32.Undef  ̔ 2008- 03 

̔  ̔  

̔ Win 9X/ME/NT/2000/XP/2003 

http://viruslist.rising.com.cn/v.asp?q=Trojan.Win32.Undef
http://viruslist.rising.com.cn/v.asp?q=Trojan.Win32.Undef
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Ьȁ Ὠ  

3.1 Ф ᾳ 

Ф  Ф  

MS08-017 http://www.microsoft.com/china/technet/security/bulletin/ms08-003.mspx 

MS08-018 http://www.microsoft.com/china/technet/security/bulletin/ms08-004.mspx 

MS08-019 http://www.microsoft.com/china/technet/security/bulletin/ms08-005.mspx 

MS08-020 http://www.microsoft.com/china/technet/security/bulletin/ms08-006.mspx 

MS08-021 http://www.microsoft.com/china/technet/security/bulletin/ms08-007.mspx 

MS08-022 http://www.microsoft.com/china/technet/security/bulletin/ms08-008.mspx 

http://www.microsoft.com/china/technet/security/bulletin/ms08-003.mspx
http://www.microsoft.com/china/technet/security/bulletin/ms08-004.mspx
http://www.microsoft.com/china/technet/security/bulletin/ms08-005.mspx
http://www.microsoft.com/china/technet/security/bulletin/ms08-006.mspx
http://www.microsoft.com/china/technet/security/bulletin/ms08-007.mspx
http://www.microsoft.com/china/technet/security/bulletin/ms08-008.mspx
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3.2  

3.2.1. MS0 8 - 017  

̔ 
GDI ѐ ἵ Ԇ  

(925902)  
̔ 2008.03 

̔ ш  ̔ Ԇ  

̔ 

Microsoft Windows 2000 Service Pack 4 

Microsoft Windows XP Service Pack 2 

Windows XP Professional x64 Edition Windows XP Professional x64 Edition Service Pack 2  

Windows Server 2003 Service Pack 1 Windows Server 2003 Service Pack 2 

Windows Server 2003 x64 Edition Windows Server 2003 x64 Edition Service Pack 2  

Windows Server 2003 SP1̂ ұ ұ Itanium ̃Ԉ Windows Server 2003 SP2̂ ұ

ұ Itanium ̃ 

Windows Vista 

Windows Vista x64 Edition 

  

̔ 

   1ȁ ұ ╟ Уэ Ȃ2ȁ

Windows  Windows ἷ ֒ (WMF) ẹ ֒ Уэ ╘

Ȃ3ȁ ἷ ֒ (EMF) ẹ ֒ Уэ Ȃ4ȁ

ұ ‍ Уэ Ȃ5ȁ

Windows Ἵ ȁ╟ Ἵ ѐ Ԇ Ȃ 

http://www.microsoft.com/china/technet/Security/bulletin/ms07-017.mspx
http://www.microsoft.com/china/technet/Security/bulletin/ms07-017.mspx
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  Ԉ Ἵ ֒ ‾ ̆ ҩ

ҩ ⁸ ֒̆ ἵ Ԇ Ȃ ╖‾

  Ԉ ὤ ⁸ Ȃ6ȁ ұ Ὧ

Уэ Ȃ ᴳ   ὤ ⁸

Ȃ 

ᾱ ̔ 

   Microsoft Baseline Security A nalyzer Ԉ

Ȃ 

Ὠ ФЮ ̔ 

   ‎Ὧ ὤὨ  

   ᵏҩ ὤ ФԈᶢ ὤ ̆ ԏ ᴳ Windows

"Windows update"╖ Ю ФȂ     

҂ Ԉ ὤὨ ὤ Ф̔ 

http://www.microsoft.com/china/technet/security/bulletin/ms08-017.mspx 

 

3.2.2. MS0 8 - 018  

̔ 
Microsoft ᾃ ╘ ѐ ἵ

Ԇ  (925939) 
̔ 2008.03 

̔ ш  ̔ Ԇ  

֒̔ 

http://www.microsoft.com/china/technet/security/bulletin/ms08-017.mspx
http://www.microsoft.com/china/technet/Security/bulletin/ms07-018.mspx
http://www.microsoft.com/china/technet/Security/bulletin/ms07-018.mspx
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Microsoft Content Management Server 2001 Service Pack 1 

Microsoft Content Management Server 2002 Service Pack 2 

̔ 

1ȁᾃ ╘ ұ ⁸ HTTP Уэ Ԇ

Ȃ ╖‾   Ԉ ὤ ⁸ Ȃ  

̕ ȁ ‮ ̕ … ὤ Ȃ 

2ȁMicrosoft ᾃ ╘  (MCMS) ѐ ̆

  ‾ ᴳ Ȃ ̆

ὤЭЮ ѐ Ȃ ‾ ̆ ӇҵȂ 

ἵ   Э э⁞ Ҿ Ȃ   ҂

ֶ‾  Web ѐ Ԇ ╘ ̆ ᾃ

Ҿ ѐȂ 

 

ᾱ ̔ 

   Microsoft Baseline Security Analyzer Ԉ

Ȃ  

Ὠ ФЮ ̔ 

   ‎Ὧ ὤὨ  

   ᵏҩ ὤ ФԈᶢ ὤ ̆ ԏ ᴳ Windows

"Windows update"╖ Ю ФȂ     

҂ Ԉ ὤὨ ὤ Ф̔ 
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http://www.microsoft.com/china/technet/security/bulletin/ms08-018.mspx 

3.2.3. MS0 8 - 019  

̔ 
ѐ ἵ Ԇ  

(931261)  
̔ 2008.03 

̔ ш  ̔ Ԇ  

֒̔ 

Microsoft Windows XP Service Pack 2 

Microsoft Windows XP Professional x64 Edition  Microsoft Windows XP Professional x64 

Edition Service Pack 2 

 

  

̔ 

   ╘ ұὲ ⁸ HTTP Уэ Ԇ

Ȃ ╖‾   Ԉ ╘ ЭЮ ѐ ֗ Ԇ Ȃ 

 

ᾱ ̔ 

   Microsoft Baseline Security Analyzer Ԉ

Ȃ 

Ὠ ФЮ ̔ 

   ‎Ὧ ὤὨ  

http://www.microsoft.com/china/technet/security/bulletin/ms08-018.mspx
http://www.microsoft.com/china/technet/Security/bulletin/ms07-019.mspx
http://www.microsoft.com/china/technet/Security/bulletin/ms07-019.mspx
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   ᵏҩ ὤ ФԈᶢ ὤ ̆ ԏ ᴳ Windows

"Windows update"╖ Ю ФȂ     

҂ Ԉ ὤὨ ὤ Ф̔ 

http://www.microsoft.com/china/technet/security/bulletin/ms08-019.mspx 

 

3.2.4. MS0 8 - 020  

̔ 
Microsoft Agent ѐ ἵ

Ԇ  (932168)  
̔ 2008.03 

̔ ш  ̔ Ԇ  

̔ 

Microsoft Windows 2000 Service Pack 4 

Microsoft Windows XP Service Pack 2 

Microsoft Windows XP Professional x64 Edition  Microsoft Windows XP Professional x64 

Edition Service Pack 2 

Microsoft Windows Server 2003ȁMicrosoft Windows Server 2003 Service Pack 1  

Microsoft Server 2003 Service Pack 2 

Microsoft Windows Server 2003 x64 Edition  Microsoft Windows Server 2003 x64 Edition 

Service Pack 2 

Microsoft Windows Server 2003̂ ұ ұ Itanium ̃ȁMicrosoft Windows Server 

2003 SP1̂ ұ ұ Itanium ̃Ԉ  Microsoft Windows Server 2003 SP2̂ ұ ұ 

Itanium  ̃

  

http://www.microsoft.com/china/technet/security/bulletin/ms08-019.mspx
http://www.microsoft.com/china/technet/Security/bulletin/ms07-020.mspx
http://www.microsoft.com/china/technet/Security/bulletin/ms07-020.mspx
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̔ 

    Microsoft Agent ұὲ Ҿ ⁸ URL Уэ Ԇ

Ȃ 

ᾱ ̔ 

   Microsoft Baseline Security Analyzer Ԉ

Ȃ 

Ὠ ФЮ ̔ 

   ‎Ὧ ὤὨ  

   ᵏҩ ὤ ФԈᶢ ὤ ̆ ԏ ᴳ Windows

"Windows update"╖ Ю ФȂ     

҂ Ԉ ὤὨ ὤ Ф̔ 

http://www.microsoft.com/china/technet/security/bulletin/ms08-020.mspx 

 

 

3.2.5. MS0 8 - 021  

̔ 
CSRSS ѐ ἵ Ԇ  

(930178) 
̔ 2008.03 

̔ ш  ̔ Ԇ  

̔ 

http://www.microsoft.com/china/technet/security/bulletin/ms08-020.mspx
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Microsoft Windows 2000 Service Pack 4 

Microsoft Windows XP Service Pack 2 

Windows XP Professional x64 Edition Windows XP Professional x64 Edition Service Pack 2  

Windows Server 2003 Service Pack 1 Windows Server 2003 Service Pack 2 

Windows Server 2003 x64 Edition Windows Server 2003 x64 Edition Service Pack 2  

Windows Server 2003 SP1̂ ұ ұ Itanium ̃Ԉ Windows Server 2003 SP2̂ ұ

ұ Itanium ̃ 

Windows Vista 

Windows Vista x64 Edition 

  

̔ 

    1ȁWindows / ╘  (CSRSS) ұ

Уэ Ԇ Ȃ   Ԉ ⁸

‾ ̆ ֒ ἵ Ԇ Ȃ2ȁ   Ю̆  

ῲ ‾ Ȃ ֿפ ‾

̆҂ Ԉ ‾ Ȃ3ȁ ұ Web  ѐ̆  

Уэ ̆ Э ‾ Ȃ  

⁸ Ȃ ̆   ᴳ ̆

    Ȃ   ̆ ֶ ӹԏ ΰ

ᴐȂ Ҿ ᴐѮ ֶ ⁮  Ȃ 

ᾱ ̔ 

   Microsoft Baseline Security Analyzer Ԉ

Ȃ 

Ὠ ФЮ ̔ 
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   ‎Ὧ ὤὨ  

   ᵏҩ ὤ ФԈᶢ ὤ ̆ ԏ ᴳ Windows

"Windows update"╖ Ю ФȂ     

҂ Ԉ ὤὨ ὤ Ф̔ 

http://www.microsoft.com/china/technet/security/bulletin/ms08-021.mspx 

 

3.2.6. MS0 8 - 022  

̔ 
Windows ᾃ ѐ ἵ  

(931784) 
̔ 2008.03 

̔ ш  ̔  

̔ 

Microsoft Windows 2000 Service Pack 4 

Microsoft Windows XP Service Pack 2 

Microsoft Windows Server 2003ȁMicrosoft Windows Server 2003 Service Pack 1  

Microsoft 2003 Service pack 2 

 

  

̔ 

    ұ ᾃ Э а ̆Windows ᾃ ѐ Уэ

Ȃ ╖‾   Ԉ ὤ ⁸ Ȃ 

ᾱ ̔ 

http://www.microsoft.com/china/technet/security/bulletin/ms08-021.mspx
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   Microsoft Baseline Security Analyzer Ԉ

Ȃ 

Ὠ ФЮ ̔ 

   ‎Ὧ ὤὨ  

   ᵏҩ ὤ ФԈᶢ ὤ ̆ ԏ ᴳ Windows

"Windows update"╖ Ю ФȂ     

҂ Ԉ ὤὨ ὤ Ф̔ 

http://www.microsoft.com/china/technet/security/bulletin/ms08-022.mspx 

 

 

 

 

 

 

 

 

 

ȁ2008 4 ὤ  

    ԈЮ ̔ ὤ҃ ӑ ֒

̕Ὧ ‮ ѐа ╘̕ ‾ ּ ̆У

http://www.microsoft.com/china/technet/security/bulletin/ms08-022.mspx
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Ф̕ жн ֒ ̆ Э ḀУ

֒ ╖ Ȃ 

̂Worm.Win32.Diskgeñ   ǼǼǼǼ 

УэMFCᾗ Ȃ ֶ̆ C Ю

╟ NetApi000.sys ̆ ╟ SSDT̆ ֒ ὤ Ȃ

System32 Ю com ֒ ѐ ֒̆ ᶑ ̆ᴳ ֒

Ȃ ҩὯ ֒Ѯ ̆ ֶӱhttp://**.c0mo.com ȁ

http://**.k0102.com Ю ︠э ̆ ȁ

ᶕ Ȃ 

ᾱ ̔ 

AV ȁ ̆נ Э

╒ Ȃӱ ԏҩ ⁮ ᾳ ̆ ֒ ̆

ѐ Ѯ ̆ ֒ Ȃ ̆ ₥ ִἼᴳ

ж έȂ 

    ľ Ŀ ж έ̔
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